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101 



SENDER CREATES OR RETRIEVES 
DOCUMENT FILE AS INITIAL DIGITAL FILE. 



103 



105 



107 



109 



111 



SUBMIT INITIAL DIGITAL FILE TO HALFTONING 
PROCESSOR TO GENERATE DIGITAL HALFTONE FILE. 



I 



MATHEMATICALLY PROCESS DIGITAL HALFTONE FILE 
TO GENERATE DOCUMENT AUTHENTICATION KEY. 



I 



PRINT/DISPLAY AUTHENTICATION KEY AND/OR 
DOCUMENT; SAVE COPY OF AUTHENTICATION KEY. 



I 



TRANSMIT INITIAL DIGITAL FILE OF DOCUMENT TO 

RECEIVER. 



I 



COMMUNICATE AUTHENTICATION KEY TO RECEIVER 
SEPARATE FROM DOCUMENT FILE. 



FIG. 1 
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121 



123 



125 



127 



129 



131 



RECEIVER RECEIVES DOCUMENT FILE FROM 
SENDER AS INITIAL DIGITAL FILE. 



I 



RECEIVER RECEIVES AUTHENTICATION KEY FROM 

SENDER. 



I 



SUBMIT INITIAL DIGITAL FILE TO HALFTONING 
PROCESSOR TO GENERATE DIGITAL HALFTONE FILE. 



I 



MATHEMATICALLY PROCESS DIGITAL HALFTONE FILE 
TO GENERATE RECEIVER AUTHENTICATION KEY. 



I 



PRINT OR DISPLAY RECEIVER AUTHENTICATION KEY. 



I 



COMPARE RECEIVER AUTHENTICATION KEY WITH 
AUTHENTICATION KEY RECEIVED FROM SENDER. 



. 33 DOCUMENT FILE AUTHENTICATED IF KEYS MATCH; 
~^ DOCUMENT FILE AUTHENTICITY SUSPECT IF KEYS 

DO NOT MATCH. 



FIG. 2 
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